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1. INTRODUCTION

Closed Circuit Television Systems (CCTV) are installed at Kingston College, Mitchelstown,
County Cork in response to identified risks towards persons and property. This policy sets out
how Kingston Charity Trust (‘the Trust') operates CCTV systems in compliance with the
General Data Protection Regulation (EU) 2016/679 ('GDPR'), the Data Protection Act 2018,
and all applicable Irish and European data protection legislation.

Recognisable images captured by CCTV systems constitute personal data and are therefore
subject to the full protections of data protection law.

2. DATA CONTROLLER

Kingston Charity Trust is the data controller responsible for CCTV footage and images.

Contact Details:

e Address: St. Nicholas' House, 14 Cove Street, Cork, T12 RP40
e Telephone: +353 21 500 5080
e Email: secretary(@corkchurchofireland.com

3. PURPOSE AND SCOPE

This policy regulates the use of CCTV in monitoring solely the external environs of Kingston
College premises. CCTV systems are installed externally to enhance security of occupiers,
visitors, buildings and equipment, and to create awareness that a surveillance security system
operates during both daylight and night hours.
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3.1 Specific Purposes

CCTYV surveillance is intended for:

Protecting occupiers and visitors

Protecting buildings and assets

Promoting health and safety

Reducing crime and anti-social behaviour (including theft and vandalism)
Supporting An Garda Siochana in deterring and detecting crime

Assisting in identifying, apprehending and prosecuting offenders

4. LEGAL BASIS FOR PROCESSING

The Trust processes personal data captured by CCTV systems on the following legal bases
under Article 6 GDPR:

4.1 Legitimate Interests (Article 6(1)(f))

The primary legal basis is our legitimate interests in protecting the safety and security of
residents, visitors, staff and volunteers; preventing and detecting crime and anti-social
behaviour; protecting Trust property and assets; and ensuring health and safety compliance.

We have conducted a Legitimate Interests Assessment (LIA) and determined that these
interests are not overridden by the rights and freedoms of data subjects, particularly given
that CCTV is limited to external areas only, appropriate signage provides transparency,
cameras are positioned to minimise intrusion, and footage is retained for a limited period
only.

4.2 Other Legal Bases

Processing may also be necessary to comply with legal obligations (Article 6(1)(c)),
including health and safety requirements, or to protect vital interests of residents or other
individuals in emergency situations (Article 6(1)(d)).

S. DATA PROTECTION PRINCIPLES

The Trust operates CCTV systems in accordance with the data protection principles set out in
Article 5 GDPR:

o Lawfulness, Fairness and Transparency: CCTV is operated lawfully on the legal
bases identified above, clear signage informs individuals of CCTV operation, and this
policy is available on request

e Purpose Limitation: CCTV footage is collected only for the specific purposes
identified in Section 3, and will not be used for monitoring staff or volunteer
performance

e Data Minimisation: The use of CCTV to control the perimeter of Kingston College
for security purposes has been deemed justified by the trustees on the advice of An
Garda Siochana. The system is intended to capture images of intruders or individuals



damaging property or removing goods without authorisation. Camera positioning
minimises capture of unnecessary footage

Accuracy: CCTV systems are maintained to ensure clear, accurate footage with
accurate and regularly verified date and time stamps

Storage Limitation: Images are retained for a maximum of 28 days, except where
retained specifically in the context of an investigation or prosecution

Integrity and Confidentiality: Robust security measures protect CCTV footage from
unauthorised access, alteration or disclosure, with access restricted to authorised
personnel only

Accountability: The Trust maintains records of CCTV processing activities, access
logs, and this policy to demonstrate compliance

6. CAMERA LOCATIONS AND POSITIONING

Camera positioning is a key consideration. Cameras recording external areas are positioned to

prevent or minimise recording of passers-by or another person's private property.

CCTV monitoring and recording at Kingston College may include:

Protection of buildings and property: building perimeter, entrances and exits, gardens,
curtilage and other premises

Monitoring of access control systems at restricted areas

Verification of security alarms

Video patrol of public areas: parking areas, main entrance/exit gates, traffic control
Criminal investigations carried out by An Garda Siochana

Positioning Principles:

Cameras capture only areas necessary for security purposes

Cameras are angled to minimise capture of neighbouring properties

No cameras monitor private areas where individuals have a reasonable expectation of
privacy

Camera positions are regularly reviewed to ensure continued compliance

7. TRANSPARENCY AND SIGNAGE

In accordance with Article 13 GDPR and Data Protection Commission guidance, clear

signage is displayed at the premises and prominently at entrances to Kingston College to

inform individuals that CCTV is in operation.

Signage includes:

That CCTV recording is taking place

The identity of the data controller: Kingston Charity Trust

Contact details: secretary(@corkchurchofireland.com / +353 21 500 5080
The purposes for which CCTV is operated (security and crime prevention)
The legal basis for processing (legitimate interests)



e That footage is retained for up to 28 days
e That individuals have rights of access and can obtain further information

This policy is available on request from the Secretary to the Trust.

8. STORAGE, RETENTION AND SECURITY

8.1 Retention Period

Images captured by the CCTV system are retained for a maximum of 28 days, except where
the image identifies an issue and is retained specifically in the context of an investigation or
prosecution. This 28-day retention period has been determined as necessary and proportionate
to allow time for incidents to be reported, enable review of footage for security purposes, and
comply with the storage limitation principle under Article 5(1)(e) GDPR.

8.2 Extended Retention

Footage may be retained beyond 28 days only where it relates to a specific incident under
investigation by An Garda Siochdna, is required for legal proceedings (criminal or civil), is
required for insurance purposes, or there is another legitimate reason that justifies extended
retention. Where footage is retained beyond 28 days, the reason for retention and the
expected retention period will be documented.

8.3 Security Measures

Images and recordings are stored in a secure environment with restricted access to authorised
personnel only. Security measures include:

Encrypted storage of digital recordings

Password-protected access to CCTV systems and footage

Physical security for storage media (locked cabinets in secure areas)
Access logs recording who accessed footage, when, and for what purpose

Regular security audits

At the end of the retention period, footage is securely deleted or destroyed in a manner that
prevents recovery.

9. ACCESS TO CCTV FOOTAGE

9.1 Authorised Personnel

Access to the CCTV system and stored images is restricted to authorised personnel only: the
Warden of Kingston College, the Secretary to the Trust, and other individuals specifically
authorised by the Trustees for legitimate purposes.

All authorised personnel receive training on data protection obligations and this policy.



9.2 Access Logs

A log of access to footage is maintained, recording:

Identity of person accessing footage
Date and time of access

Purpose of access

Footage viewed (date/time/camera)

Any disclosure of footage to third parties

10. DISCLOSURE TO THIRD PARTIES

CCTV footage is not disclosed to third parties except in limited circumstances. Information
obtained through the CCTV system may only be released when authorised by the Secretary to
the Trust.

10.1 Disclosure to An Garda Siochana

CCTV footage may be accessed by An Garda Siochdna where the Trust is required by law to
make a report regarding the commission of a suspected crime, or following a request when a
crime or suspected crime has taken place or when illegal/anti-social behaviour is suspected at
the premises.

Any requests for CCTV recordings from An Garda Siochéna will be fully recorded. If An
Garda Siochana is seeking a recording for a specific investigation, they may require a warrant
and any such request should be made in writing.

All disclosures to An Garda Siochdna are documented, including date of request, identity of
requesting officer, purpose of request, whether a warrant was provided, date and nature of
disclosure, and authorisation for disclosure.

10.2 Other Disclosures

CCTYV footage may also be disclosed to:

e The HSE and/or any other statutory body charged with child safeguarding or other
statutory functions where there is a legal basis
Individuals (or their legal representatives) subject to a court order
The Trust's insurance company where required to pursue a claim for damage to
insured property

11. DATA SUBJECT RIGHTS

11.1 Right of Access (Article 15 GDPR)

On written request, any person whose image has been recorded has a right to be given a copy
of the information recorded which relates to them, provided the image/recording exists and
has not been deleted, and provided an exemption does not apply. Where the image identifies



another individual, those images may only be released where they can be redacted so that the
other person is not identified or identifiable.

How to Make a Subject Access Request:

To exercise their right of access, a data subject must make an application in writing to the
Secretary to the Trust at the contact details in Section 2, providing all necessary information
to assist in locating the CCTV recorded data, such as the date, time and location of the
recording.

Under GDPR, the Trust will respond to subject access requests within one month of receipt.
This may be extended by a further two months where requests are complex or numerous, in
which case we will inform the requester within one month.

Subject access requests are provided free of charge. However, where requests are manifestly
unfounded or excessive, particularly if repetitive, we may charge a reasonable fee based on
administrative costs or refuse to act on the request.

In providing a copy of data, the Trust may provide a still/series of still pictures, a tape or a
disk with relevant images, with other individuals' images obscured. If the image is of such
poor quality as not to clearly identify an individual, that image may not be considered
personal data and may not be handed over.

11.2 Other Rights

Right to Rectification (Article 16): Given the nature of CCTV footage (a factual recording),
rectification is generally not applicable. However, if associated data (such as access logs or
incident reports) is inaccurate, individuals may request correction.

Right to Erasure (Article 17): Individuals may request erasure of CCTV footage in certain
circumstances, including where the footage is no longer necessary, the individual objects to
processing and there are no overriding legitimate grounds, or the footage has been unlawfully
processed. This right is subject to exceptions, including where retention is necessary for
compliance with a legal obligation, the establishment, exercise or defence of legal claims, or
reasons of public interest.

Right to Restriction of Processing (Article 18): Individuals may request restriction of
processing in certain circumstances, such as where they contest the accuracy of data or the
lawfulness of processing.

Right to Object (Article 21): Individuals have the right to object to processing based on
legitimate interests. The Trust will cease processing unless we can demonstrate compelling
legitimate grounds for processing which override the interests, rights and freedoms of the
individual.

11.3 Right to Lodge a Complaint

Individuals have the right to lodge a complaint with the Data Protection Commission if they
believe the Trust has not complied with data protection law.

Data Protection Commission:



Address: 21 Fitzwilliam Square South, Dublin 2, D02 RD28, Ireland
Telephone: +353 (0)761 104 800 / Lo Call 1890 252 231
Email: info(@dataprotection.ie

Website: www.dataprotection.ie

12. PRIVACY AND NON-DISCRIMINATION

Video monitoring of public areas for security purposes is limited to uses that do not violate an
individual's reasonable expectation of privacy. All areas being monitored are not in breach of
an enhanced expectation of privacy. External cameras are non-intrusive in terms of their
positions and views of neighbouring residential housing and comply with the principle of
"Reasonable Expectation of Privacy".

The Trust ensures that no cameras monitor areas where individuals have a heightened
expectation of privacy (e.g. bedrooms, bathrooms, changing areas), cameras are positioned to
minimise intrusion into private spaces, and camera angles and fields of view are regularly
reviewed.

CCTV monitoring is conducted in a manner consistent with all existing Trust policies,
including equality and diversity policies. This policy prohibits monitoring based on
characteristics contained in equality legislation (e.g. race, gender, sexual orientation, national
origin, disability). Camera control is solely to monitor suspicious behaviour and criminal
damage, not to monitor individual characteristics.

13. DATA PROCESSORS - SECURITY COMPANIES -
Revised

The CCTYV system is controlled by a security company contracted by the Trust. In accordance
with Article 28 GDPR, the Trust has a written data processing agreement in place with the
security company which details the areas to be monitored, how long data is to be stored, what
the security company may do with the data, what security standards should be in place, what
verification procedures apply, and that the security company will give the Trust all reasonable
assistance to deal with any subject access request.

The data processing agreement includes:

The subject matter, duration, nature and purpose of processing

The type of personal data and categories of data subjects

The obligations and rights of the Trust as data controller

That the processor will only process data on documented instructions from the Trust
That the processor will ensure confidentiality of personnel

That the processor will implement appropriate technical and organisational security
measures

e The processor will assist the Trust with responding to data subject requests within the
required timeframes
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That the processor will delete or return all personal data at the end of the contract
That the processor will make available all information necessary to demonstrate
compliance

e Provisions regarding sub-processors

The security company has appropriate security measures in place to prevent unauthorised
access to, alteration, disclosure or destruction of data, with appropriate access controls to
image storage and robust encryption where remote access to live recording is permitted.

14. COVERT SURVEILLANCE

The Trust or its agents will not engage in covert surveillance. Where An Garda Siochéna
requests to carry out covert surveillance on the premises, such covert surveillance may
require the consent of a judge. Accordingly, any such request made by An Garda Siochdna
will be requested in writing and the Trustees will seek legal advice. All CCTV surveillance is
overt and clearly signposted.

15. RESPONSIBILITIES

15.1 The Secretary to the Trust

The Secretary to the Trust is responsible for:

Overall compliance with this policy and data protection law
Responding to data subject rights requests

Liaising with the Data Protection Commission if required
Maintaining records of processing activities

Ensuring staff and contractors are trained on this policy

Reviewing and updating this policy
15.2 The Warden

The Warden is responsible for:

Day-to-day operation of CCTV systems
Ensuring cameras are functioning properly
Monitoring access to footage

Reporting any security breaches or policy violations to the Secretary

16. TRAINING AND AWARENESS

All personnel with access to CCTV systems and footage receive training on data protection
principles and obligations, this CCTV policy, how to handle subject access requests, security
measures and access controls, and incident reporting procedures. Training is provided upon
commencement of duties and refreshed annually.



17. BREACH NOTIFICATION

In the event of a personal data breach involving CCTV footage (such as unauthorised access,
loss or disclosure), the Trust will:

Assess the breach and its likely consequences
Notify the Data Protection Commission within 72 hours of becoming aware of the
breach (where the breach is likely to result in a risk to individuals' rights and
freedoms)

e Notify affected individuals without undue delay (where the breach is likely to result in
a high risk to their rights and freedoms)
Document the breach, including facts, effects and remedial action taken
Take steps to mitigate the breach and prevent recurrence

18. MONITORING AND REVIEW

This policy will be reviewed annually or sooner if there are changes in legislation,
technology, security audits, or operational requirements

APPENDIX: DEFINITIONS

CCTYV (Closed-Circuit Television): The use of video cameras to transmit a signal to a
specific place on a limited set of monitors. The images may then be recorded on videotape,
DVD or other digital recording mechanism.

Data Controller: A person who (either alone or with others) controls the contents and use of
personal data. For the purposes of this policy, Kingston Charity Trust is the data controller.

Data Processor: A person who processes personal information on behalf of a data controller,
but does not include an employee of a data controller who processes such data in the course
of their employment.

Data Processing: Performing any operation or set of operations on data, including obtaining,
recording or keeping the data; collecting, organising, storing, altering or adapting the data;
retrieving, consulting or using the data; disclosing the data by transmitting, disseminating or
otherwise making it available; and aligning, combining, blocking, erasing or destroying the
data.

Data Subject: An individual who is the subject of personal data.

GDPR (General Data Protection Regulation): Regulation (EU) 2016/679 on the protection
of natural persons with regard to the processing of personal data and on the free movement of
such data.

Personal Data: Data relating to a living individual who is or can be identified either from the
data or from the data in conjunction with other information that is in, or is likely to come into,



the possession of the data controller. CCTV images that show identifiable individuals
constitute personal data.

Premises: Kingston College, Mitchelstown, County Cork, its gardens, environs and
outhouses.

Subject Access Request: Where a person makes a request to the organisation for the
disclosure of their personal data under the GDPR.




